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This research advances model-based systems engineering approaches and tools for 
representing human behaviors in terms of decision-making processes and choices, and 
integrating human models with technological system models to predict and purge 
unintended interactions.  In particular, the Monterey Phoenix (MP) system architecture 
and workflow behavior modeling approach and tool, created at NPS with CRUSER 
sponsorship, was extended and used to produce a case study of an area clearance 
system composed of humans and technology. Innoslate, a commercial system 
architecting tool, was also used to test the integration of models of human behavior into 
system architecture models.  Both tools generated scenarios of possible human-system 
interactions, but each model had distinct features.  The Innoslate model enabled activity 
probabilities (for failure analysis) and durations (for mission completion time) to be 
assigned for Monte Carlo simulation of a subset of all possible scenarios, whereas MP 
provided exhaustive generation of all possible scenarios up to a specified scope.  
Analysis of the latter model exposed some unanticipated interactions, including one 
significant finding of a vulnerability that could arise from an improper human-system 
interaction.  A NAVAIR-sponsored requirements verification and validation approach 
was subsequently developed from this and other case studies that exposed unwanted, 
hazardous, incorrect and otherwise undesirable behaviors in system designs.  Future 
work will assess integration potential of the MCSC-sponsored Framework for Assessing 
Cost and Technology (FACT) tool with MP and Innoslate so that tradespace analysis 
questions typically asked at the physical architecture level can be informed directly by 
higher level behavior models and lifecycle requirements.   
Keywords:  human views, human models, human-system models, model based systems 
engineering, architecture, Monterey Phoenix, Innoslate, FACT. 
Background 
Accounting for human interactions with systems under development as well as with 
other elements in their environment is a crucial piece missing from most system models 
used in practice, and the lack of adequately modeling the human as part of the system 
has contributed to pervasive failures to expose (early in the lifecycle) many potential 
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interactions that result in emergent unwanted, hazardous, incorrect or otherwise 
undesirable behaviors in systems under design.  From (Bruseberg, 2011), Human Views 
“capture specific human-related components of enterprise models to enable effective 
[Human Factors Integration].” With this in mind, two tools – Monterey Phoenix and 
Innoslate – were used to model humans or groups of humans as first class systems along 
with the technological systems they use, in order to fully describe their activities and 
decision points (as alternative behaviors) and their subsequent impacts on human-
system interactions that emerge. 
The Monterey Phoenix (MP) approach and tool  (Auguston, 2016) (Auguston, 2009) 
(Auguston, Giammarco, Baldwin, Crump, & Farah-Stapleton, 2015) was developed at the 
Naval Postgraduate School (NPS) to, among other things, automatically generate sets of 
use case scenarios that are far more comprehensive than other methods in use today  
(Giammarco & Whitcomb, 2017) (Giammarco & Giles, 2017). Comprehensive sets of use 
cases were needed to better inform System of System (SoS) analyses and to study 
emergent behaviors in systems under design.  Eagle6, a prototype MP implementation 
created by NPS alumnus Dr. Joey Rivera  (Rivera, 2010), preceded the MP Analyzer on 
Firebird  (Naval Postgraduate School, 2015), which first came online as a public web-
based tool in June 2015 for behavior modeling education at NPS.  The Consortium of 
Robotics and Unmanned Systems Education and Research (CRUSER) sponsored these 
early efforts for identification of failure modes and failsafe behaviors for autonomous 
unmanned systems  (Revill, 2016).  Since then, MP has attracted sponsorship from the 
Naval Research Program (NRP), Marine Corps System Command (MCSC), Naval Air 
System Command (NAVAIR), and the Systems Engineering Research Center (SERC) 
University Affiliated Research Center (UARC) with sponsorship from additional 
organizations currently in discussion.  These and other users of MP have the following 
game-changing advantage: the comprehensive sets of use case scenarios generated by 
MP not only contain wanted behaviors, but in many cases also contain unwanted 
behaviors that should be excluded from the design  (Giammarco & Giles, 2017) 
(Giammarco & Whitcomb, 2017).   In each of the cases summarized in  (Giammarco & 
Giles, 2017), unwanted behaviors were discovered that would have been difficult to find 
using the typically manually-intensive use case generation in use today.  The unwanted 
scenarios prompted the identification of new system requirements, effectively purging 
the system models of the unwanted behaviors, leaving only the wanted behaviors 
behind. 
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MP-generated scenarios are scope-complete.  This means that they contain an 
exhaustive set of possible behaviors and interactions among the modeled humans and 
systems up to a specified scope.  The scope is the number of iterations allowed in 
behavior models containing loops.  The scope-complete aspect of the MP-generated set 
of use case scenarios results in a further value to MP users: the ability to test their 
models for the presence or absence of behaviors of concern up to a specified scope.   
This research extended the previous work described above by focusing on the human 
models and the human-system interactions aspect of MP modeling, through a case 
study model developed for the MCSC, based on educational materials developed with 
CRUSER sponsorship. 
Findings and Conclusions 
MP and Innoslate were used to create integrated human models representing human 
behaviors in terms of decision-making processes and choices and system models 
representing technological and environmental system behaviors.  An academic model of 
an area clearance system developed for CRUSER  (Giammarco & Shebalin, 2017) was 
used for the context of this research.  Both tools generated scenarios of possible 
human-system interactions, but each tool currently has different feature sets that 
enabled the model to be characterized in different ways.  The Innoslate model enabled 
the assignment of probabilities to activities to characterize the likelihood of that each 
activity’s selection (whether it is a potential failure mode event or a human decision 
being made), as well as durations to characterize the time it takes for each activity to 
complete, and provide the information needed to compute total mission completion 
time for each scenario.  Innoslate’s built-in Monte Carlo simulator was used to collect 
statistics on failure scenarios  (Moulds & Giammarco, 2017) and mission completion 
times based on the different decisions being made.  The Innoslate model, however, was 
limited to representing only a subset of possible scenarios, as constrained by scripts that 
define and control the number of loop iterations in iterating activities.  This limitation 
was overcome in the MP model using global and local scope settings to control the 
number of loop iterations, enabling the generation of more scenarios at higher scopes 
(the exhaustive set).  For this case study, the number of loops in both models was kept 
minimal to enable an easier comparison of the results in the two tools.  Reference  
(Moulds & Giammarco, 2017) describes the process in further detail. 
Analysis of the sequence diagrams generated from the MP model exposed some 
unanticipated results not readily visible from the Innoslate model.  Some were traced 
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back to modeling errors – verification issues that were corrected in the MP model, 
which was then re-run.  One error, however, was clearly a significant validation issue – 
exposing the absence of a security requirement.  In Figure 1 below, an automatically 
generated scenario is shown where the Operations Team (the humans) has left the 
Controlled Storage Facility unsecured after placing Tactical Disks (TDs, or simulated 
hazardous objects) inside the facility.  This absence of a necessary interaction could 
result in undesirable consequences, so we modified the MP model to be constrained by 
a new security requirement for the system.  The requirement from the Operations Team 
perspective is captured in the gold banner in Figure 1. 
 
Figure 2.  Unsecured TDs were first flagged across all scenarios using an annotation rule, 
then a security requirement was written (formally) to ensure the storage facility 
containing TDs has been secured.  
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Figure 3.  After the security requirement is added, the MP model is re-run to verify the 
undesired behavior has been removed. 
As a result of this work and of examples from other concurrent case studies  
(Giammarco & Giles, 2017), NAVAIR has sponsored the development of a requirements 
verification and validation approach to help the larger community expose such 
unwanted behaviors in their own system designs  (Giammarco & Whitcomb, 2017).  
Having completed this project provides the USMC with demonstrable evidence of the 
utility of MP at exposing unwanted human behaviors and human-system interactions 
and fixing them early in design.  The products of this research are being used to educate 
Navy and Marine Corps students and workforce (both active duty and civilian) on how to 
conduct integrated human / system behavior modeling. 
Recommendations for Further Research 
Future work will assess the integration potential of the MCSC-sponsored Framework for 
Assessing Cost and Technology (FACT) tool with MP and Innoslate so that tradespace 
analysis questions typically asked at the physical architecture level can be informed 
directly by higher level behavior models and lifecycle requirements.  Furthermore, in the 
future it will be possible to assign probabilities and durations natively in MP.  
Preliminary work on an Innoslate-to-MP compiler that translates Innoslate action 
diagrams into MP code shows promise for transforming graphical activity models into 
basic MP code that can then be extended using aspects of the MP language unavailable 
in Innoslate.  The Eagle6 MP implementation has progressed to including a graphical 
interface that enables automatic conversion of Business Process Modeling Notation 
(BPMN) to MP code, and vice versa  (Rivera Consulting Group, 2016), to make MP 
modeling even more accessible. 
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